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Abstract. Trust and reputation mechanisms are commonly used to infer expectations of future behaviour from past interactions. They are of
particular relevance when agents have to choose appropriate counterparts
for their interactions as it may also happen within virtual organisations.
However, when agents join an organisation information about past interactions is usually not available. The use of organisational structures
can tackle this problem and can improve the eﬃciency of trust and reputation mechanisms by endowing agents with some extra information
to choose the best agents to interact with. In this context, we present
how certain structural properties of virtual organisations can be used to
build an eﬃcient trust model in a local way. Furthermore, we introduce a
testbed tool (TOAST) that allows to analyse diﬀerent trust and reputation models in situations where agents act within virtual organisations.
We experimentally evaluate our approach and show its validity.

1

INTRODUCTION

The concept of organisation is of signiﬁcant importance to MultiAgent Systems
(MAS). Particularly, organisational structures are often used in research about
Agent-oriented Software Engineering [26]. In fact, organisational concepts are
commonly used as abstract pieces that help designers to build more complex
models in MAS design processes [14].
Organisational abstractions can be used to impose some structure on a society of agents and can endow MAS with certain behaviours. Agents joining an
organisation play speciﬁc roles in diﬀerent interactions and they are supposed
to act conforming to the prescriptions of these concepts. Furthermore, these prescriptions may be complemented by a more general set of norms [23] and some
kind of mechanisms that make it diﬃcult for agents to transgress norms (e.g. by
providing speciﬁc “governor” agents [4], by integrating “ﬁltering” mechanisms
[13], or by using protocols of sequential actions). We will call MAS with such
organisational structures as Virtual Organisations (VOs) [18].
VOs can be considered as limiting the freedom of choice of agents because
they regulate the interactions within a MAS. However, especially within low
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regulated organisations, agents will still have to tackle the problem of choosing
appropriate counterparts for their interactions according to their own beliefs and
goals. Within this scenario, trust and reputation mechanisms can be integrated
into VOs providing support to agents’ decision-making processes.
Much work has been done in the ﬁeld of trust and reputation systems that
provide agents with some hints about the future behaviour of their acquaintances
based on past experience [9, 2, 17]. Nevertheless, most of the research is based on
the importance of distributed trust and on the exchange of information among
agents (e.g. reputation values about third parties) in poorly structured systems.
Trust and reputation systems are not only useful for VOs, but VOs also for
trust and reputation mechanisms. The structure provided by a VO can be used
to construct more eﬀective trust mechanisms. In particular, the structural elements deﬁned in a VO (e.g., roles and interactions) provide a certain notion
of similarity which allows agents to infer the expected behaviour of acquaintances within totally new situations by analysing their past behaviour within
similar situations. This property is especially useful in situations where agents
can not count on their own past experiences, e.g., when they just have joined an
organisation, or within very volatile environments.
In this paper we continue our previous work [7] on trust and reputation
mechanisms for VOs. We present some experiments that show how the use of
organisational abstractions can eﬀectively improve trust and reputation mechanisms. The experiments have been carried out using a testbed called TOAST
(Trust Organisational Agent System Testbed) and which we have developed for
testing trust and reputation models. In Section 2 we brieﬂy summarise our model
and show how it can guide an agent’s decision-making within a VO. Section 3
introduces the testbed. In Section 4 we present experimental results comparing
diﬀerent models. We summarise related work in Section 5, and we present some
conclusions and future lines of work in Section 6.

2

CONFIDENCE AND TRUST FOR
ORGANISATIONAL STRUCTURES

In this section we summarise our previous work [7] on a trust model for VOs. We
ﬁrst show how basic trust mechanisms can be integrated in VOs. Afterwards, we
explain how an agent can use knowledge about the organisational structure to
infer conﬁdence in an issue if no previous experience is available.
2.1

Basic Local-Based Trust Model for Virtual Organisations

As outlined in [7], it is natural to consider that agents participating in a VO play
some roles in diﬀerent interactions. In addition, we assume that the agents know
the organisational structure, e.g., they know the existing roles and interaction
types, the roles that participate in each interaction type, as well as the roles
other agents are playing within the organisation.

Similarly to other approaches [10, 24, 16, 15], we build our trust model on
the idea of confidence and reputation. Both are ratings agents use in order to
evaluate the trustworthiness of other agents in a particular issue (e.g., playing a
particular role in a particular interaction). Confidence is a local measure that is
only based on an agent’s own past experiences, while reputation is an aggregated
value an agent gathers by asking its acquaintances about their opinion regarding
the trustworthiness of another agent. Thus, reputation can be considered as an
external or social measure. We deﬁne trust as a rating resulting from combining
confidence and reputation values.
A typical scenario for the use of a trust model is the following. An agent A
wants to evaluate the trustworthiness of some other agent B – playing the role
R – in the interaction I. This trustworthiness is denoted as tA→B,R,I , with
tA→B,R,I ∈ [0..1], and it measures the trust of A in B (playing role R) being a
”good” counterpart in the interaction I. When evaluating the trustworthiness of
a potential counterpart1 , an agent can combine its local information (conﬁdence)
with the information obtained from other agents regarding the same counterpart
(reputation).
Conﬁdence, cA→B,R,I , is collected from A’s past interactions with agent B
playing role R and performing interactions of type I. We call LIT – Local Interaction Table – the agent’s data structure dedicated to store conﬁdence values
for past interactions with any counterpart the agent has interacted with. Each
entry corresponds to an issue: an agent playing a speciﬁc role in a particular
interaction. LITA denotes agent A’s LIT. An example is shown in Table 1.
Table 1. An agent’s local interaction table (LITA )
X, Y, Z cA→X,Y,Z rA→X,Y,Z
a9 , r2 , i3 
0.2
0.75
a2 , r7 , i1 
0.7
0.3
..
..
..
.
.
.
a9 , r2 , i5 
0.3
0.5

Each entry in a LIT consists of: i) the Agent/Role/Interaction identiﬁer
X, Y, Z, ii) the conﬁdence value for the issue (cA→X,Y,Z ), and iii) a reliability
value (rA→X,Y,Z ). The conﬁdence value is obtained from some function that
evaluates past experiences on the same issue. We suppose cA→X,Y,Z ∈ [0..1]
and higher values to represent higher conﬁdence.
Each direct experience of an agent regarding an issue X, Y, Z changes its
conﬁdence value cA→X,Y,Z . In this sense, we suppose that the agents have some
kind of mechanism to evaluate the behaviour of other agents they interact with.
Let gX,Y,Z ∈ [0..1] denote the evaluation value an agent A calculates for a
particular experience with the agent X playing role Y in the interaction of type
1

By potential counterpart we mean an agent which is a candidate to interact with.

Z. In our work, we use the following equation to update conﬁdence:
cA→X,Y,Z =  · cA→X,Y,Z + (1 − ) · gX,Y,Z ,

(1)

where cA→X,Y,Z is the conﬁdence value in A’s LIT before the interaction is performed and  ∈ [0..1] is a parameter specifying the importance given to A’s past
conﬁdence value. In general, the aggregated conﬁdence value from past experiences will be more relevant than the evaluations of the most recent interactions.
Reliability (rA→X,Y,Z ) measures how certain an agent is about its own conﬁdence in an issue. We suppose rA→X,Y,Z ∈ [0..1]. Furthermore, we assume that
rA→X,Y,Z = 0 for any tuple X, Y, Z not belonging to LITA . We calculate reliability by using the approach proposed by Huynh, Jennings and Shadbolt [9, 10].
This approach takes into account the number of interactions a conﬁdence value
is based on and the variability of the individual values across past experiences.
An agent may build trust directly from its conﬁdence value or it may combine conﬁdence with reputation. Reputation will be particularly useful when an
agent has no experience on an issue or if the reliability value for the conﬁdence
is not high enough. Although we will not deal with it in this paper, social reputation may be obtained by asking other agents about their opinion on an issue.
Agents that have been requested for their opinion will return the corresponding
conﬁdence and reliability ratings from their LIT. The requester might then be
able to build trust by calculating a weighted mean over its own conﬁdence value
and the conﬁdence values received from others, as it is represented in equation
(2):
⎧
cA→B,R,I
, if rA→B,R,I > θ
⎪

⎪
⎨
tA→B,R,I =

cX→B,R,I ·wX→B,R,I

⎪
⎪
⎩



X∈AA∪{A}

wX→B,R,I

otherwise

(2)

X∈AA∪{A}

θ ∈ [0..1] is a threshold on the reliability of conﬁdence. If the reliability is
above θ then an agents own conﬁdence in an issue is used as the trust value.
Otherwise trust is build by combining conﬁdence and reputation. AA is a set
of acquaintance an agent asks about their opinion regarding the issue B, R, I.
Within a VO, the structural abstractions may provide hints for the proper selection of such a set of acquaintance. For instance, in some scenarios it may be
useful to ask other agents that play the same role as A, since they may have
similar interests and goals.
The weights wX→B,R,I given to the gathered conﬁdence values is composed
of the corresponding reliability value and a constant factor α that speciﬁes the
importance given to A’s own conﬁdence in the issue, as it is shown in the following
equation:

wX→B,R,I =

2.2

rX→B,R,I · α, if X = A
rX→B,R,I · (1 − α), otherwise

(3)

Conﬁdence Inference using Organisational Structure Similarities

In this section we propose a local way for building trust on an issue when no
past interactions have been performed and without relying upon social repu-

tation. In [7] we proposed to use the agent/role conﬁdence cA→B,R,  (or the
agent conﬁdence cA→B, ,  ) as an estimation for cA→B,R,I if agent A has no
reliable experience about issue B, R, I. This approach relies on the hypothesis
that, in general, agents behave in a similar way in all interactions related to
the same role. We argue that, exploiting this idea, the more similar I  and I
are, the more similar the values cA→B,R,I   and cA→B,R,I will be. The same
applies to roles. Using this assumption, conﬁdence ratings accumulated for similar agent/role/interaction tuples may provide evidence for the trustworthiness
of the issue → B, R, I. Based on this idea, we propose to build trust by taking
into account all the past experiences an agent has, focusing on their degree of
similarity with the issue B, R, I. In particular, we calculate trust as a weighted
mean over all the conﬁdence values an agent has accumulated in its LIT. This
is shown in the following equation:

tA→B,R,I =

X,Y,Z∈LITA

cA→X,Y,Z · wA→X,Y,Z



X,Y,Z∈LITA

wA→X,Y,Z

(4)

wA→X,Y,Z is the weight given to agent A’s conﬁdence on issue X, Y, Z. The
weights combine the conﬁdence reliability with the similarity of the issue X, Y, Z
to the target issue B, R, I in the following way:
wX→X,Y,Z = rA→X,Y,Z · sim(X, Y, Z, B, R, I)

(5)

The similarity function sim(X, Y, Z, B, R, I) is computed as the weighted
sum of the similarities of the individual elements (agent, role and interaction)
as it is shown in the following equation:

sim(X, Y, Z, B, R, I) =

β · simR (R, Y ) + γ · simI (I, Z), if B = X
0, otherwise

(6)

where simR (R, Y ), simI (I, Z) ∈ [0..1] measure the similarity between roles and
interactions, respectively, and β and γ, with β +γ = 1, are parameters specifying
the sensibility regarding the individual similarities.
We suppose that organisational models include taxonomies of roles and/or
interactions from which role and interaction similarity measures can be derived.
In this case, simR (R, R ) and simI (I, I  ) can be implemented by closeness functions that estimate the similarity between two concepts on the basis of their
closeness in the concept hierarchy.
Equation (4) can be used as an alternative way to build trust. Especially if an
agent has no reliable experience about a particular agent/role/interaction issue,
this model can be used to estimate trust without the necessity to rely on the
opinions of other agents. Thus, the proposed model makes agents less dependent
on others, which is an important issue, in particular in VOs that do not provide
mechanisms to keep its members from cheating.

3

Trust Organisational Agent System Testbed (TOAST)

In this section we present TOAST, the tool we have developed in order to evaluate trust models by showing the inﬂuence of these models on the evolution of the
overall utility of an agent or a society of agents. This testbed simulates a virtual
organisation where agents have to interact with others in order to to achieve
their goals. TOAST is based on the following simpliﬁcations:
– TOAST does not consider the problem of ﬁnding appropriate interactions
that help to achieve an agent’s goals, nor it considers the task of locating
possible candidates that can act as counterparts in the interactions an agent
wants to perform. We suppose that both these problems are resolved, e.g.,
the corresponding information is fully available to each agent within the
organisation. The only problem the testbed actually addresses is the selection
of appropriate counterparts out of a set of possible candidates.
– All interactions are binary, e.g., exactly two agents are required in order to
perform an interaction.
– Agents are always willing to participate in an interaction if they have been
chosen by other agents to do so. That means we do not consider the problem of the selected agent to decide whether or not it is useful for itself to
participate in the interaction.
– Interactions in TOAST are not actually carried out; they are simulated. In
practice, this means that agents participating in an interaction do not actually evaluate the behaviour of the others in that interaction. Instead, the
agents receive these evaluation values directly from the testbed. In order to
generate these values, the system uses the notion of capability. Capability
here indicates the “goodness” of agent’s A behaviour in playing role R in
an interaction of type I. Capability is represented through a normal probability distribution with constant mean and variance and is assigned to each
tuple A, R, I. The evaluation value an agent receives after performing an
interaction is drawn from the corresponding capability distribution of the
counterpart agent. The use of this schema implies the following simplifying
assumptions:
• An agent’s capability playing a speciﬁc role within a particular interaction is stable with some variations. That is, each time an agent plays
the same role in the same type of interaction it will behave in a similar
way. The assumption of stability is actually the basis for any trust and
reputation model. Nevertheless, in real cases it is likely that an agent’s
behaviour changes over time.
• Agents don’t cheat. That is, agents participating in an interaction do
the best they can; they do always behave in the prescribed way (corresponding to their capabilities).
3.1

Setting up a VO in TOAST

The testbed allows the user to create virtual organisations of agents. The elements that compose a virtual organisation and the relationships among them
are represented in a class diagram in Figure 1.

Fig. 1. Organisational elements in TOAST.

– Agents are the entities that participate in a VO. They can play diﬀerent roles
depending on their aptitudes. Within the VO, agents aim to achieve their
goals. TOAST does not ﬁx the type of agents. That is, users can implement
diﬀerent types of agents (agents with diﬀerent behaviours) in order to make
the VO more heterogeneous.
– Roles describe the functionality of the organisation. They will be played
in speciﬁc interactions. The roles that are deﬁned within an organisation
have to be speciﬁed in a role types taxonomy. This taxonomy also speciﬁes
a conceptual hierarchy for the deﬁned roles.
– Interactions are the actions that the VO allows to perform between agents.
They are deﬁned in an interaction types taxonomy, which also deﬁnes the
roles that are involved in each interaction as well as the hierarchical relationships between interactions.
– Goals have to be achieved by agents. An agent may have several, diﬀerent
goals. A goal will be achieved by means of performing a speciﬁc interaction.
The relation between goals and the interactions that help to achieve them
has to be speciﬁed in a XML ﬁle which is loaded into the testbed. The
following is an example of a fragment of such a ﬁle:
<Goal Name="Select Lecturer">
<Interaction Name="Teach">
<Role Name="Academic Staff">
</Role>
<Role Name="Student">
</Role>
</Interaction>
</Goal>
<Goal Name="Select Assignment Partner">
<Interaction Name="Do Assignments">
<Role Name="Student">
</Role>
<Role Name="Student">
</Role>
</Interaction>
</Goal>
. . .

After deﬁning a virtual organisation, agents have to be added to the organisation. In particular, the user has to select the number of agents of each type that
will be added to the organisation as it is shown in Figure 2. In our experiments

Fig. 2. Add Agents panel in TOAST’s GUI

we have only used agents of one type (with the same behaviour).
After agents have been added to the VO and according to the organisation
speciﬁcation described above, roles have to be assigned to agents and capability
values for Agent/Role/Interaction tuples have to be generated. This is done
automatically as follows:
– Agent/Role assignment. Roles are assigned randomly to agents. An agent
may play diﬀerent roles. For each role, the user can choose the percentage
of agents to which the role will be assigned. This selection should be done
with care. If some roles are played by only very few agents, then the scenario
may not be appropriate for evaluating trust mechanisms because of the lack
of suﬃcient candidates out of which an agent can choose its counterparts in
its interactions.
– Agent/Role/Interaction capability values. As we have mentioned before, in order to evaluate the behaviour of an agent in a particular situation,
the system uses a normal probability distribution that model the capability
of that agent in this situation. Such distributions are assigned to each tuple
A, R, I at startup by selecting the mean and standard deviation randomly
such that μ ∈ [0..1] and σ ∈ [0..0.5]. The capabilities are correlated according
to the type of interaction, the type of role and the agent which is performing
the action; that is, similar normal probability distributions will be assigned
to the same agent playing similar roles within similar interactions2 .
2

Similar distributions means similar mean values.

3.2

Running the Testbed

As we have mentioned before, agents will deal with the problem of selecting
appropriate counterparts to interact with in order to achieve their goals. The
basic process that is repeated when the testbed is executed is summarised in
Figure 3.

Fig. 3. Interaction simulation in TOAST

The process is the following:
1. A goal is generated for an agent. Each goal has an associated interaction
that the agent must perform in order to achieve that goal. Each agent has a
goal queue where goals are stored until they can be processed.
2. Once the agent has identiﬁed the interaction that eventually helps to achieve
the goal, a list with potential agents that are possible counterparts in the
required interaction is obtained from the organisation. As we mentioned
before, in order to simplify the experiments all interaction types are binary,
e.g., require exactly two agents playing particular roles.
3. The agent uses its trust model in order to select the agent that is expected
to behave best in the required interaction and playing the speciﬁed role.
4. The interaction is simulated. As we have mentioned before, this step consists
of sending to each agent the evaluation values (g(A, R, I)) for the other agent
that participated in the interaction. These values are generated from the
corresponding capability distributions. Finally, each agent uses the received
evaluation values to update the conﬁdence and reliability values in its LIT
as described in section 2.1.

4

EXPERIMENTAL RESULTS

We have used TOAST to experimentally evaluate our conﬁdence inference approach. In this section, ﬁrst we describe the scenario that we have chosen to
evaluate our assumptions. Then, we describe the diﬀerent trust models that we
have tested and, ﬁnally, we show the obtained results.
4.1

The University Scenario

As a test scenario we use a School of Computer Science organisation, whose members play roles out of the taxonomy shown in Figure 4. Furthermore, the social
functionalities provided by the organisation are summarised in the interaction
taxonomy illustrated in Figure 5.

Fig. 4. Fragment of role taxonomy provided by University organisation

In this scenario, a typical situation could be, for example, when an agent
playing the role of a student needs to ﬁnd a partner for some kind of assignment
in a speciﬁed subject. The student will use its LIT to select the best partner
for the assignment (e.g., another student) according to his/her own experiences
about past interactions with other students.
4.2

Diﬀerent Trust Models

We tested and compared three diﬀerent local trust models in the sense that they
do not use social reputation to compute trust and are based only on diﬀerent
conﬁdence evaluation approaches. Thus, each model deﬁnes a diﬀerent way how
an agent uses its own past experience in order to select the best counterparts
for its interactions out of the set of possible candidates. The models are the
following:

Fig. 5. Fragment of interaction taxonomy provided by University organisation

– Random Model : in this model agents choose the counterparts for their interactions randomly among the potential agents provided by the organisation.
Thus, the selection does not take into account any experience on past interactions.
– Basic Model : in this model, agents evaluate the expected behaviour of the
potential candidates for an issue by using the corresponding conﬁdence value
stored in their LITs. If no entry exists about an issue, e.g., no previous
experiences are available, the counterpart is selected randomly.
– Inference Model : this model implements our local trust model, as described in
Section 2.2 using equation (4). Agents using this model will use the following
simple formula to calculate the similarity between roles and interactions,
respectively:
h
(7)
simR (x, y) = simI (x, y) = 1 −
hMAX
where x, y are either roles or interactions, h is the number of hops between x
and y in the corresponding taxonomy, and hMAX is the longest possible path
between any pair of elements in the hierarchy tree. Equation (7) is a very
simple formula to measure the similarity between concepts in a taxonomy.
Other functions have been described in [11, 6].
4.3

Results

We tested and compared the performance of the random, basic and inference
model in the university scenario and using exactly the same conditions. In particular we used an organisation with 20 agents and the goal generator generated
randomly 40000 goals for those 20 agents. The generated goals, the agent/role
assignment and the agent/role/interaction capability generation was exactly the
same for each model. In the inference model we used the similarity weights
β = 0.8 and γ = 0.2. Furthermore, we repeated each experiment ﬁve times using
a diﬀerent random seed. The presented results are the averages of the ﬁve runs.
Figure 6 shows the evolution of the overall system utility over the number
of interactions that have taken place. The overall system utility is calculated

as the average of the utilities of all individual agents. As utility values we use
the evaluation values (about its counterparts) an agent receives after performing interactions. As it can be observed, in general, the utility improves with the
number of interactions if a trust model is used to select the best counterpart
out of a set of possible agents for a requested interaction. Both trust models are
clearly better than a random agent selection. Moreover, it can be observed that
the utility improves as the agents gain more experience, that is, as more interactions take place. The inference model obtains better outcomes as compared to
the basic model, since agents’ utility curves grow faster. Hence, with the inference model agents are able to ﬁnd faster “good” counterparts to interact with.
This conﬁrms the hypothesis that the inference model improves agents’ decision
making process when agents have none or only very few experiences from past interactions. In this case, the inference model makes use of past experiences about
similar roles and interactions in order to assess an unknown X, Y, Z tuple.

Fig. 6. Overall system utility.

This evolution is similar if we consider individual agents. Figure 7 gives an
example of how the utility curve of an individual agent evolves over time. Also
here, the inference model curve grows faster that the others, because the agent
is able to ﬁnd good counterparts faster.

5

DISCUSSION

A wide range of organisational (meta-) models aimed at describing basic organisational concepts and their interrelation in the context of MAS has been

Fig. 7. Example of the evolution of an agent’s individual utility.

developed in last years [5, 8, 20, 12]. It is commonly accepted that the notion of
role is central for putting agents and organisational models together. Roles are
sometimes deﬁned by the actions they can perform, but usually they are characterised by the types of social interactions to which they contribute. The latter
term does not primarily refer to the interaction protocols that agents engage in,
but rather to the social functionality that such interactions shall achieve. In this
sense, we assume that VOs deﬁne roles and specify the interactions (functionalities) in which each role can participate.
Several meta-models allow for specialisation relations among essential organisational concepts. In the organisational model underlying the FIPA-ACL, for
instance, information exchange interactions are a special kind of request interaction, where the requested action is a communicative action of type inform
(e.g., [21]). In much the same way, the informer role involved in this interaction
can be conceived as a specialisation of the requester role. In summary, organisational models often contain taxonomies of concept types, e.g., for roles or for
interactions. Such taxonomies can be provided to the agents participating in
an organisation – for instance, as an organisational service – and can be used
to deﬁne the similarities among roles and interactions as it is described in this
paper.
Trust and reputation mechanisms have been widely studied, recently above
all in peer-to-peer systems in general (e.g. [25, 2]), and in MAS in particular (e.g.
[9, 24, 17]). In contrast to other approaches to trust systems (most of them based
on reputation distribution – reputation values exchange about third parties), we
have presented a way of evaluating trust at a local level that focuses on the
experience of agents obtained in past interactions. The FIRE model proposed
by Huynh, Jennings and Shadbold [9] is also related to interaction trust and
role-based trust. As in our approach, the former is built from direct experience of

an agent, while the latter is the rating that results from role-based relationships
between agents. However, the FIRE model does not consider inference on VO
structures.
Sensoy and Yolum [19] deal with the problem of distributed service selection in an e-commerce setting where consumers are allowed to capture their
experiences with the service providers. This approach is similar to the witness
reputation approach presented in [9] in the sense that agents can locate others by
making use of other agents’ past experience. Nevertheless, their approach does
not consider inference on organisational structures, because it uses ontologies
to match between required and provided services as rules and, not in order to
better approximate expected agents’ behaviours in a local way.
The model proposed by Sabater and Sierra [17] also exploits ontologies to
make up trust values (ontological dimension of reputation). Nevertheless, it does
not consider organisations as a whole issue, and thus it does not take into account organisational structures. Teacy et al. [22] deals with a similar approach,
where trust is obtained from using probability theory (beta distributions taking
into account agent’s own past experience when it exists, and information gathered from third parties (with reputation techniques) otherwise. Although the
approach considers agents living within VOs, it does not deal with VO’s internal
structures – as our approach does. While our approach tackles the problem of
improving agent skills to decide appropriate counterparts based only on local
experiences, they mainly focus on assessing reputation source accuracy.
Abdul-Rahman and Hailes [1] propose a trust model for virtual communities
but use qualitative ratings for estimating trust. They focus on evaluating trust
from past experiences and reputation coming from recommender agents without
considering explicitly VO structures.

6

CONCLUSION

In this paper we have presented results of our work, aimed at integrating trust
mechanisms into virtual organisations. We have tackled the problem of locally
calculating trust, that is, ﬁnding “good” counterparts, even if only very few previous experiences are available and without the need of using reputation information obtained from external sources. The proposed model takes into account key
concepts of organisational models, such as roles and interactions. It has conﬁdence inference capabilities exploiting taxonomies of concept types provided
by VOs. We have tested our model, conﬁrming that the use of organisational
structures makes agents’ decision-making easier and more eﬃcient, in particular
when agents join an organisation and, thus, can not count on their own previous
experiences. Furthermore, we have presented TOAST, the testbed that we have
developed to test our assumptions.
In future work, we plan to extend our model with social reputation capabilities, and also study the problem of dishonest and non-cooperative agents.
Furthermore, we will focus on developing an extension of TOAST that allow
for evaluating trust models in non-stable and high-scalable environments, where

agents join and leave organisations very often. We are also focusing on ﬁnding
more accurate similarity functions to apply to organisation taxonomies.
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